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Definitions of Key Terms: 

● Conventional Warfare: Conventional warfare is a form of warfare conducted by using 
conventional weapons and battlefield tactics between two or more states in open 
confrontation. The forces on each side are well-defined and fight using weapons that 
primarily target the opponent's military. 

● Irregular Warfare: Warfare in which one or more combatants are a non conventional military. 
Asymmetric warfare and guerilla warfare are both classified as irregular warfare as they both 
favor indirect approaches as opposed to conventional warfare which favors direct 
approaches.. Irregular warfare attempts to erode an adversary’s power, influence, and will. 

● Asymmetric Warfare: Warfare that is between opposing forces which differ greatly in military 
power and that typically involves the use of unconventional weapons and tactics. This leads to 
not only unequal sides but also significantly different approach as to what strategies they use 
as they cannot make the same sorts of attacks on each other. 

● Insurgency: Armed revolt against an established authority, usually a government, when those 
taking part in the rebellion are not recognized as belligerents. However not all rebellions are 
insurgencies as there have been many cases of non-violent rebellions and a insurgency 
involves violence to a certain extent. An armed rebellion however, may not be viewed as an 
insurgency if a state of hostility exists between sovereign states and rebel forces. 

Asymmetric warfare, tactics and strategies have been used throughout recorded history. Sun 
Tzu, the author of “The Art of War”, one of the greatest generals and philosophers of Eastern Asia, 
stated many practices seen now around the world such as 'If the enemy is superior in strength, evade 
him. If his forces are united, separate them. Attack him where he is unprepared. Appear where you are 
not expected." "Exploiting an adversary's weaknesses while exploiting one's own strengths is the heart 
of the “Art of war” (Quotes such as “Keep your friends close and your enemies closer” are put into 
practice worldwide in most conflicts around the world). 

Ranging from the annexation of Crimea, the Syrian civil war and the rise in insurgencies 
within countries such as Afghanistan it is clear to see that there can be a huge asymmetry when it 
comes to the military strength and power between the 2 opposing sides. This significant imparity of 
power between the 2 sides of a conflict is understood as material power, such as a large army, 
sophisticated weapons, an advanced economy and so fourth.  With many wars and conflicts having an 
element of asymmetry within them, it is an issue which many countries feel must be addressed. 
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The Issue: 

Asymmetrical Warfare, a form of irregular warfare, has seen a surge in use and effectiveness 
since the Second World War. For the past 200 years asymmetric conflict both interstate and civil have 
been won by the stronger side. This is not the case currently, since 1950 the weaker side has won the 
majority of asymmetric conflicts as seen in cases such as Vietnam War (1955-1975). When addressing 
this irregular warfare the aims of the weaker actor must be understood as to why they would take on 
an obviously much stronger actor because if the conventional idea of “Power” is correct then why 
would they confront the more powerful actor? 

Why do weaker actors decide to fight stronger actors 

a) Weaker actors may not be revealing everything: In many modern day examples 
the weaker side have withheld information about how they are operating and the 
weapons and threats they posses. For example this is seen in the case of many 
terrorist groups such as ISIS and Al-Qaeda (the weak actor) hiding their possession of 
weapons of mass destruction (chemical weapons). 

b) Weaker actors may have powerful allies: Although the weaker actor may be less 
powerful than its opponent the support it may have from external forces in terms of 
arms and training may explain why they confront the stronger actor in the first place. 
If allegations are correct, this was seen when the CIA provided the Taliban, a group of 
insurgents, (who were against the Soviet backed government) with weapons and 
training to assist their cause. 

c) Demands of stronger actor are extreme: When the demands of the stronger actor 
threaten a weaker actors sovereignty, ideology or economy to an extreme degree it is 
likely to cause conflict. This is seen when in the 1760s Britain passed various taxes 
(Stamp Act and Townsend Acts) on the 13 American colonies. The colonists refused 
leading to escalation and eventually the American Revolution (1765 – 1783). 

Throughout history it has been military power that has won wars. Whether that be Julius 
Caesar conquering over most of Europe and Northern Africa (450,000 soldiers in 211ad), Ghengis 
Khan invading all of Mid-Asia and Eastern Europe (129,000 strong in 1227ad) or Queen Victoria 
ruling over one third of the world by the 18th century. This idea that power wins wars nowadays is 
however incorrect. Yet this then leads to the question as to why the weaker actors win wars. 

How is the victory of the “Weak” explained 

a) Strategy: When resources are limited weaker actors rely on strategy in order to take 
on their opponents. Confronting the stronger actor in a one to one confrontation will 
lead to the assured loss for the weaker side. For this reason in wars such as the 
Vietnam War, the Viet Cong relied on unconventional strategies to assure that they 
would have an advantage in confrontation with the enemy. Strategies include: 

i) Hiding amongst civilians: Making the enemy confused and unclear as to 
who is an innocent bystander and who is a target allows weak actors to hide in plain 
site. This tactic also leads to the opposing side making mistakes such as the My Lai 
massacre (Where the US murdered an entire village). 
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ii) Fighting in their own terrain: This strategy is usually associated with 
rural terrain. Rural guerrillas prefer to operate in regions providing plenty of cover 
and concealment, especially heavily forested and mountainous areas. 

iii) Use of terror: Terrorism may sometimes be used. By killing opposition 
leaders, extorting money from targets, intimidating the general population or creating 
economic losses, the greater power may launch a disproportionate response. This may 
cause civilians to be more sympathetic to the weaker actors cause, due to a 
disproportionate response likely having a heavy impact on the civilian’s life. 

b) Willingness to suffer higher costs: When the weaker actor is fighting for a religious, 
political or ideological reason this can lead to a willingness to accept hardship. 
During the Vietnam war, the Viet Cong were fighting for their lives and Communist 
beliefs as opposed to the conscripted Americans that had no intention of being there. 

c) Strong actors reluctance to proceed: War is costly and when the general public is 
against the stronger actors reason for being there, it isn't any surprise that the weaker 
actor may win by default as the stronger actor may pull out.  

Key Events 

Event/Date Explanation

Battle of Thermopylae 
480BC

300 Spartans and around 7000 soldiers 
from neighbouring Greek cities fought and 
successfully defended against hundreds of 
thousands of Persian soldiers. The Greeks 
took advantage of the terrain, by funnelling 
Persian troops down narrow terrain thus 
making the Persians superior numbers 
irrelevant  and were able to successfully 
hold off the enemies until reinforcements 
arrived.

Battle of Rorke's Drift 
1879

150 British and colonial troops defended 
the station against attacks by 4,000 Zulu 
warriors. The massive but piecemeal 
attacks by the Zulu on Rorke's Drift came 
very close to defeating the much smaller 
garrison, but were repelled. 

Vietnam War 
1955-1975 

The communist resistance against the 
A m e r i c a n o c c u p a t i o n o f S o u t h 
Vie tnam.The Amer ican po l i cy o f 
containment meant they did not want 
another country to fall to the Communist 
Ideology. With guerilla warfare being used 
it was the first time the United States had 
lost a war since WW2.
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Previous Attempts to Solve the Issue  

The history of warfare has always been a struggle between measures and countermeasures, 
and so it will be with asymmetric warfare. During the 1970s and 1980s, the U.S. offset strategy 
incorporated modern information technology in its weapons to offset the numerical superiority of the 
military forces of the Soviet Union. This strategy has come to be known as the Revolution in Military 
Affairs (RMA). 

After the effectiveness of the new RMA weapons was convincingly demonstrated in DESERT 
STORM, nations potentially hostile to the United States began to seek “offsets to the offset strategy,” 
i.e., countermeasures to America’s RMA weapons. Since they are not able to copy U.S. weapons 
(indeed, even our technically advanced allies have been slow to do so), they are led to the 
development of asymmetric warfare techniques. More specifically, they seek to develop systems that 
can disrupt the information networks that serve the RMA weapons. The Defense Department must, 
therefore, take steps to reduce the vulnerability of its RMA systems to these asymmetric measures. 

Although vulnerability reduction techniques are well known, they are generally expensive and 
difficult to implement, and often require changes in operating procedures. From this, we draw 
important conclusions regarding future DOD programs. 

Iraq and many other nations have learned the lessons of DESERT STORM and are seeking 
ways to counter the RMA. In the meantime, America’s military forces have come to depend more and 
more on RMA, and therefore on the reliable operation of their information networks, but have done 
little to reduce their vulnerability to asymmetric attack.  

Syrian Civil War 
2012-Present

The Syrian National Coalition, Kurdish 
Democratic Union and the Mujahideen 
have fought asymmetrically against the 
autocratic Syrian Government. Resorting to 
tactics such as suicide bombings, targeted 
assasinations and hiding amgongst civilians 
have been used in an attempt to overthrow 
Al Assads regime.

Crimean Annexation 
2014

This is one of the first times the strong 
actor (Russia) had used asymmetrical 
warfare and the strategies involved with it 
to annex the weaker actor (Ukraine). By 
denying involvement and using tactics 
found in insurgencies, Russia was able to 
successfully gain control over Crimea.

Hong Kong Protests 
2019-Present

Since the extradition bill was passed there 
has been a huge surge in protest in Hong 
Kong. Although this may not be all out 
warfare the principles are the same in this 
instance. A weak and minor group of 
advocates for freedom of speech are going 
up against the Chinese Comunist Party and 
as such have resulted to tactics such as 
arson, vandalism, hiding in plain sight and 
car bombs.
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All countries have their own political processes, cultures, environments and bureaucratic 
structures. Strategic plans in response to asymmetrical threats must, therefore, be tailored to meet 
individual country needs. But all countries face a common asymmetrical thrºeat regardless of the 
idiosyncrasies of specific threats, and it has become increasingly clear since the turning of the 21st 
century that asymmetrical conflicts have evolved into a major national and international security 
threat. 

At the same time, the means for waging asymmetrical warfare are too cheap, too available, 
and too tempting to be permanently eradicated, and resources required to counter it are not infinite. 
The most realistic goal, therefore, is to reduce the threat level to a level that can enable societies to 
live normal lives free from fear and intimidation. 

Possible Solutions 
  

First, countermeasures must be seen by the Defense Department to be a serious threat; 
otherwise, the actions necessary to reduce vulnerability, which are not easy or cheap, will not be 
taken.  

Second, many of the techniques for vulnerability reduction are best done when the 
communication network is designed or installed; therefore the commitment to reduce vulnerability 
needs to be made before the threat of countermeasures has been manifested by an actual attack on the 
network.  

Calls upon, reducing vulnerability is not just a matter of equipment design; most importantly, 
it affects tactics, doctrine, and training, all of which should be developed with explicit consideration 
of countermeasures. All of this is lacking in today’s military, which has been lulled into a false sense 
of complacency. 

Robust countermeasures should become a required part of military exercises; at present they 
are often excluded because they “disrupt” the exercise, but of course, this is exactly the point of 
having them. 

Requires a significant modification to the major national training ranges such as those at 
Nellis Air Force Base and Fort Irwin. Special facilities should be added to these ranges that allow the 
robust application of countermeasures during exercises and the “scoring” of their effectiveness. 

The “Red Teams” that are resident at these ranges should develop countermeasure tactics as a 
part of every exercise, and the team being tested should be scored on how it responds to the 
countermeasures. This would serve to illuminate, first of all, the inadequacy of our present approach 
to countermeasures. 
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